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ABSTRACT

In information security, Al technology is used to detect unknown malware. Although AI technology guarantees high
accuracy, it inevitably entails false positives, so we are considering introducing XAl to interpret the results predicted by AL
However, XAI evaluation studies that evaluate or verify the interpretation only provide simple interpretation results are
lacking. XAl evaluation is essential to ensure safety which technique is more accurate. In this paper, we interpret Al results
as features that have significantly contributed to Al prediction in the field of malware, and present an evaluation method for
the interpretation of Al results. Interpretation of results is performed using two XAI techniques on a tree-based Al model
with an accuracy of about 94%, and interpretation of Al results is evaluated by analyzing descriptive accuracy and sparsity.
As a result of the experiment, it was confirmed that the Al result interpretation was properly calculated. In the future, it is
expected that the adoption and utilization of XAI will gradually increase due to XAI evaluation, and the reliability and
transparency of Al will be greatly improved.
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Table 1. Interpretability Indicator

Interpretability Indicator(weight)

Intrinsically interpretable model(3)
Feature Summary statistic(2)
Feature Summary visualization(2)
model internals(2)
model-specific(2)

global(2)

intrinsic(2)

model-agnostic(2)

post-hoc(2)

data points(1)

local(1)
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Table 2. Al model Detection Result

XGBoost RF

Accuracy 0.93 0.94
Precision 0.84 0.97
Recall 0.75 0.70
Fl-score 0.78 0.77
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